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PRIVACY-AWARE PERSONALIZED
CONTENT FOR THE SMART HOME

BACKGROUND

[0001] This disclosure relates to smart-device environ-
ments. In particular, this disclosure relates to privacy-aware
personalized content for smart-device environments.

[0002] This section is intended to introduce the reader to
various aspects of art that may be related to various aspects of
the present disclosure, which are described and/or claimed
below. This discussion is believed to be helpful in providing
the reader with background information to facilitate a better
understanding of the various aspects of the present disclosure.
Accordingly, it should be understood that these statements are
to be read in this light, and not as admissions of prior art.
[0003] Peopleinteract with a number of different electronic
devices on a daily basis. In a home setting, for example, a
person may interact with computers, smart televisions, tab-
lets, smart thermostats, lighting systems, alarm systems,
entertainment systems, and a variety of other electronic
devices. The smart electronic devices may present advertise-
ments and/or other content. In some instances, to enhance the
rate of converting user viewing of the content to user interac-
tion with the content, the content may be directed towards
known preferences of the user (e.g., directed advertising).
However, there generally may not be enough detailed infor-
mation available relating to the user’s personal interests to
provide more relevant content. Further, privacy concerns and
limitations may limit the collection of certain historical data
on users.

SUMMARY

[0004] A summary of certain embodiments disclosed
herein is set forth below. It should be understood that these
aspects are presented merely to provide the reader with a brief
summary of these certain embodiments and that these aspects
are not intended to limit the scope of this disclosure. Indeed,
this disclosure may encompass a variety of aspects that may
not be set forth below.

[0005] According to embodiments of this disclosure, a
smart-device environment (e.g., smart-home) may include
smart-devices communicably coupled to each other viaone or
more networks. For example, the smart devices may be in
communication with each other over a private network (e.g.,
local area network (LAN)) or a public network, such as the
Internet. Further, the smart devices may be in communication
with device and/or servers external to the smart-device envi-
ronment, such as servers, via the Internet.

[0006] Various embodiments relate to providing a private
network within the smart-device environment that enables
communicating data between devices in the private network
without leaking outside of the private network. In some
embodiments, the private network may include at least one
first device that captures information about its surrounding
environment, such as data about the people and/or objects in
the environment. The first device may receive a set of poten-
tial content sent from a server external to the private network.
The first device may select at least one piece of content to
present from the set of potential content based in part on the
people/object data and/or a score assigned by the server to
each piece of content. The private network may also include
at least one second device that receives the captured people/
object data sent from the first device. The second device may

Sep. 8, 2016

also receive a set of potential content sent from the server
external to the private network. The second device may select
atleast one piece of content to present from the set of potential
content based in part on the people/object data sent from the
first device and/or a score assigned by the server to each piece
of content. Using the private network to communicate the
people/object data between devices may preserve the privacy
of the user since the data is not sent to the external server.
Further, using the obtained people/object data to select con-
tent enables more personalized content to be chosen.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Various aspects of this disclosure may be better
understood upon reading the following detailed description
and upon reference to the drawings in which:

[0008] FIG.11isablock diagram of a smart home device, in
accordance with an embodiment;

[0009] FIG. 2isablock diagram of a connected smart home
environment that includes a number of smart home devices, in
accordance with an embodiment;

[0010] FIG. 3 is a block diagram illustrating a manner of
controlling and/or accessing the smart home environment
using services over the internet, in accordance with an
embodiment;

[0011] FIG. 4 is a block diagram of processing paradigms
that may be used to control devices of the smart home envi-
ronment, in accordance with an embodiment;

[0012] FIG. 5is a schematic drawing of a system that pro-
vides privacy-aware content via smart devices in a smart
home environment, in accordance with an embodiment;
[0013] FIG. 6 is a schematic drawing of the system of FIG.
5 providing privacy-aware content via a smart device, in
accordance with an embodiment;

[0014] FIG. 7 is a schematic diagram of people/object data
used by a smart device to determine which content to display,
in accordance with an embodiment;

[0015] FIG. 8 is a flow diagram illustrating a process for
displaying privacy-aware content on a smart-device using the
system of FIG. 5, in accordance with an embodiment; and
[0016] FIG. 9 is a flow diagram illustrating a process for
scoring content with a classifier using at least people/object
data, scores from a server, or both, in accordance with an
embodiment.

DETAILED DESCRIPTION OF SPECIFIC
EMBODIMENTS

[0017] One or more specific embodiments will be
described below. In an effort to provide a concise description
of'these embodiments, not all features of an actual implemen-
tation are described in the specification. It should be appre-
ciated that in the development of any such actual implemen-
tation, as in any engineering or design project, numerous
implementation-specific decisions must be made to achieve
the developers’ specific goals, such as compliance with sys-
tem-related and business-related constraints, which may vary
from one implementation to another. Moreover, it should be
appreciated that such a development effort might be complex
and time consuming, but would nevertheless be a routine
undertaking of design, fabrication, and manufacture for those
of ordinary skill having the benefit of this disclosure.

[0018] Embodiments of the present disclosure relate to
smart-device environments (e.g., smart-home). In particular,
a smart-device environment may be provided with a private
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network that includes one or more smart devices communi-
cably coupled to each other. At least one of the smart devices
may display content provided by a server external to the
private network based on data obtained from the environment
surrounding the smart device, such as from people and/or
objects in the environment. The smart device may obtain the
data via one or more sensors, may receive the data from
another smart device that captures the data via one or more
sensors, and/or may receive the data from one or more pro-
cessing devices. In some embodiments, the content that is
presented by a smart device may be considered “privacy-
aware” because the device selects content using data encap-
sulated in the private network without sending the data out-
side of the private network (e.g., to an external server).
Additionally, as described in detail below, the content that is
selected using the people/object data from the environment
may provide the benefit of being personalized to various users
within the smart home environment.

Smart Building Environment

[0019] By way of introduction, FIG. 1 illustrates an
example of a general device 10 that may be disposed within a
building environment. In one embodiment, the device 10 may
include one or more sensors 12, a user-interface component
14, a power supply 16 (e.g., including a power connection
and/or battery), a network interface 18, a high-power proces-
sor 20, a low-power processor 22, a passive infrared (PIR)
sensor 24, a light source 26, a memory 27, and the like.
[0020] The sensors 12, in certain embodiments, may detect
various properties such as acceleration, temperature, humid-
ity, water, supplied power, proximity, external motion, device
motion, sound signals, ultrasound signals, light signals, fire,
smoke, carbon monoxide, global-positioning-satellite (GPS)
signals, radio-frequency (RF), other electromagnetic signals
or fields, visual features, textures, optical character recogni-
tion (OCR) signals, or the like. As such, the sensors 12 may
include temperature sensor(s), humidity sensor(s), hazard-
related sensor(s) or other environmental sensor(s), acceler-
ometer(s), microphone(s), optical sensors up to and including
camera(s) (e.g., charged coupled-device or video cameras),
active or passive radiation sensors, GPS receiver(s), haptic
sensors, OCR sensors, or RF identification detector(s). While
FIG. 1 illustrates an embodiment with a single sensor, many
embodiments may include multiple sensors. In some
instances, the device 10 may include one or more primary
sensors and one or more secondary sensors. Here, the primary
sensor(s) may sense data central to the core operation of the
device (e.g., visual/audio/haptic data about people and/or
objects), while the secondary sensor(s) may sense other types
of data (e.g., temperature, RF, location (GPS), characters
(OCR)), which can be used for privacy-aware personalized
content objectives.

[0021] One or more user-interface components 14 in the
device 10 may receive input from the user and/or present
information to the user. The received input may be used to
determine a setting. In certain embodiments, the user-inter-
face components may include a mechanical or virtual com-
ponent that responds to the user’s motion. For example, the
user can mechanically move a sliding component (e.g., along
a vertical or horizontal track) or rotate a rotatable ring (e.g.,
along a circular track), or the user’s motion along a touchpad
may be detected. Such motions may correspond to a setting
adjustment, which can be determined based on an absolute
position of a user-interface component 14 or based on a
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displacement of user-interface components 14 (e.g., adjusting
a set point temperature by 1 degree F. for every 10° rotation of
a rotatable-ring component). Physically and virtually mov-
able user-interface components can allow a user to set a
setting along a portion of an apparent continuum. Thus, the
user may not be confined to choose between two discrete
options (e.g., as would be the case if up and down buttons
were used) but can quickly and intuitively define a setting
along a range of possible setting values. For example, a mag-
nitude of a movement of a user-interface component may be
associated with a magnitude of a setting adjustment, such that
a user may dramatically alter a setting with a large movement
or finely tune a setting with a small movement.

[0022] The user-interface components 14 may also include
one or more buttons (e.g., up and down buttons), a keypad, a
number pad, a switch, a microphone, and/or a camera (e.g., to
detect gestures). In one embodiment, the user-interface com-
ponent 14 may include a click-and-rotate annular ring com-
ponent that may enable the user to interact with the compo-
nent by rotating the ring (e.g., to adjust a setting) and/or by
clicking the ring inwards (e.g., to select an adjusted setting or
to select an option). In another embodiment, the user-inter-
face component 14 may include a camera that may detect
gestures (e.g., to indicate that a power or alarm state of a
device is to be changed). In some instances, the device 10 may
have one primary input component, which may be used to set
aplurality of types of settings. The user-interface components
14 may also be configured to present information to a user via,
e.g., a visual display (e.g., a thin-film-transistor display or
organic light-emitting-diode display) and/or an audio
speaker.

[0023] The power-supply component 16 may include a
power connection and/or a local battery. For example, the
power connection may connect the device 10 to a power
source such as a line voltage source. In some instances, an AC
power source can be used to repeatedly charge a (e.g.,
rechargeable) local battery, such that the battery may be used
later to supply power to the device 10 when the AC power
source is not available.

[0024] The network interface 18 may include a component
that enables the device 10 to communicate between devices.
As such, the network interface 18 may enable the device 10 to
communicate with other devices 10 via a wired or wireless
network. The network interface 18 may include a wireless
card or some other transceiver connection to facilitate this
communication. In some embodiments, the network interface
18 may enable communicating over a private network, public
network, or some combination thereof.

[0025] The high-power processor 20 and the low-power
processor 22 may support one or more of a variety of different
device functionalities. As such, the high-power processor 20
and the low-power processor 22 may each include one or
more processors configured and programmed to carry out
and/or cause to be carried out one or more of the functional-
ities described herein. In one embodiment, the high-power
processor 20 and the low-power processor 22 may include
general-purpose processors carrying out computer code
stored in local memory (e.g., flash memory, hard drive, ran-
dom access memory), special-purpose processors or applica-
tion-specific integrated circuits, combinations thereof, and/or
using other types of hardware/firmware/software processing
platforms. In certain embodiments, the high-power processor
20 may execute computationally intensive operations such as
operating the user-interface component 14 and the like. The
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low-power processor 22, on the other hand, may manage less
complex processes such as detecting a hazard or temperature
from the sensor 12. In one embodiment, the low-power pro-
cessor may wake or initialize the high-power processor for
computationally intensive processes.

[0026] By way of example, the high-power processor 20
and the low-power processor 22 may detect when a location
(e.g.,ahouse or room)is occupied (i.e., includes a presence of
a human), up to and including whether it is occupied by a
specific person or is occupied by a specific number of people
(e.g., relative to one or more thresholds). In one embodiment,
this detection can occur, e.g., by analyzing microphone sig-
nals, detecting user movements (e.g., in front of a device),
detecting openings and closings of doors or garage doors,
detecting wireless signals, detecting an internet protocol (IP)
address of a received signal, detecting operation of one or
more devices within a time window, or the like. Moreover, the
high-power processor 20 and the low-power processor 22
may include image recognition technology to identify par-
ticular occupants or objects.

[0027] In certain embodiments, the high-power processor
20 and the low-power processor 22 may detect the presence of
a human using the PIR sensor 24. The PIR sensor 24 may be
a passive infrared sensor that may measures infrared (IR)
light radiating from objects in its field of view. As such, the
PIR sensor 24 may detect the Infrared radiation emitted from
an object.

[0028] Insome instances, the high-power processor 20 may
predict desirable settings and/or implement those settings.
For example, based on the presence detection, the high-power
processor 20 may adjust device settings to, e.g., conserve
power when nobody is home or in a particular room or to
accord with user preferences (e.g., general at-home prefer-
ences or user-specific preferences). As another example,
based on the detection of a particular person, animal or object
(e.g., achild, pet or lost object), the high-power processor 20
may initiate an audio or visual indicator of where the person,
animal or object is or may initiate an alarm or security feature
if an unrecognized person is detected under certain conditions
(e.g., at night or when lights are off).

[0029] In some instances, devices may interact with each
other such that events detected by a first device influences
actions of a second device. For example, a first device can
detect that a user has entered into a garage (e.g., by detecting
motion in the garage, detecting a change in light in the garage
or detecting opening of the garage door). The first device can
transmit this information to a second device via the network
interface 18, such that the second device can, e.g., adjust a
home temperature setting, a light setting, a music setting,
and/or a security-alarm setting. As another example, a first
device can detect a user approaching a front door (e.g., by
detecting motion or sudden light pattern changes). The first
device may, e.g., cause a general audio or visual signal to be
presented (e.g., such as sounding of a doorbell) or cause a
location-specific audio or visual signal to be presented (e.g.,
to announce the visitor’s presence within a room that a user is
occupying). In another embodiment, a first device may detect
certain features of a person and/or object and transmit the
feature data to a second device that selects content to display
based at least partly on the features.

[0030] Inaddition to detecting various types of events, the
device 10 may include a light source 26 that may illuminate
when a living being, such as a human, is detected as approach-
ing. The light source 26 may include any type of light source
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such as one or more light-emitting diodes or the like. The light
source 26 may be communicatively coupled to the high-
power processor 20 and the low-power processor 22, which
may provide a signal to cause the light source 26 to illuminate.
[0031] Thememory 27 may be any suitable article of manu-
facture that can serve as media to store processor-executable
code, data, or the like. These articles of manufacture may
represent tangible, non-transitory, computer-readable media
(e.g., any suitable form of memory or storage) that may store
the processor-executable code used by the high-power pro-
cessor 20 and the low-power processor 22 to perform the
presently disclosed techniques. The memory 27 may also be
used to store received communication data from devices 10 in
order to perform the privacy-aware personalized content for a
smart-device environment discussed in detail below. Also, the
memory 27 may store sets of content received from a server
external to the private network to perform the features dis-
closed herein.

[0032] Keeping the foregoing in mind, FIG. 2 illustrates an
example of a smart-device environment 30 within which one
or more of the devices 10 of FIG. 1, methods, systems, ser-
vices, and/or computer program products described further
herein can be applicable. The depicted smart-device environ-
ment 30 includes a structure 32, which can include, e.g., a
house, office building, garage, or mobile home. It will be
appreciated that devices can also be integrated into a smart-
device environment 30 that does not include an entire struc-
ture 32, such as an apartment, condominium, or office space.
Further, the smart home environment can control and/or be
coupled to devices outside of the actual structure 32. Indeed,
several devices in the smart home environment need not
physically be within the structure 32 at all. For example, a
device controlling a pool heater or irrigation system can be
located outside of the structure 32.

[0033] The depicted structure 32 includes a plurality of
rooms 38, separated at least partly from each other via walls
40. The walls 40 can include interior walls or exterior walls.
Each room can further include a floor 42 and a ceiling 44.
Devices can be mounted on, integrated with and/or supported
by a wall 40, floor 42 or ceiling 44.

[0034] In some embodiments, the smart-device environ-
ment 30 of FIG. 2 includes a plurality of devices 10, including
intelligent, multi-sensing, network-connected devices, that
can integrate seamlessly with each other and/or with a central
server or a cloud-computing system to provide any of a vari-
ety of useful smart-home objectives. The smart-device envi-
ronment 30 may include one or more intelligent, multi-sens-
ing, network-connected thermostats 46 (hereinafter referred
to as “smart thermostats 46”), one or more intelligent, net-
work-connected, multi-sensing hazard detection units 50
(hereinafter referred to as “smart hazard detectors 50”), one
or more intelligent, multi-sensing, network-connected entry-
way interface devices 52 (hereinafter referred to as “smart
doorbells 52”), and one or more intelligent, multi-sensing,
network-connected video cameras 53 (hereinafter referred to
as “smart video cameras 53”). According to embodiments,
the smart thermostat 46 may include a Nest® Learning Ther-
mostat—1st Generation T100577 or Nest® Learning Ther-
mostat—2nd Generation T200577 by Nest Labs, Inc., among
others. The smart thermostat 46 detects ambient climate char-
acteristics (e.g., temperature and/or humidity) and controls a
HVAC system 48 accordingly.

[0035] The smart hazard detector 50 may detect the pres-
ence of a hazardous substance or a substance indicative of a
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hazardous substance (e.g., smoke, fire, or carbon monoxide).
The smart hazard detector 50 may include a Nest® Protect
that may include sensors 12 such as smoke sensors, carbon
monoxide sensors, and the like. As such, the hazard detector
50 may determine when smoke, fire, or carbon monoxide may
be present within the building.

[0036] The smart doorbell 52 may detect a person’s
approach to or departure from a location (e.g., an outer door),
control doorbell functionality, announce a person’s approach
or departure via audio or visual means, or control settings on
a security system (e.g., to activate or deactivate the security
system when occupants go and come). The smart doorbell 52
may interact with other devices 10 based on whether someone
has approached or entered the smart-device environment 30.
[0037] The smart video camera 53 may be located inside or
outside of the structure 32, as depicted. The smart video
camera 53 may be wireless (e.g., Wifi) and/or wired and
configured to communicate with one or more devices 10 in
the smart home environment 30. Also, the smart video camera
53 may be configured to buffer video and record and send
video to user devices 66 via the Internet 62 and/or a central
server or cloud-computing system 64. Additionally, a soft-
ware application may be installed on user devices 66 that is
configured to access a live feed of the smart video camera 53
so that a user may view current footage. The smart video
camera 53 may include a microphone and a speaker in order
to enable two-way talk between the smart video camera 53
and a user of the application. Further, the smart video camera
53 may be battery-powered or hard-wired and include infra-
red LEDs that enable night-vision. In addition, the smart
video camera 53 may be configured to provide alerts to a
subscribed or interested user of newly recorded available
footage (e.g., configurable detected activities). For example,
an outdoor smart video camera 53 may communicate with the
smart doorbell 52 so that any time the smart doorbell 52 is
rung and the user is not home, the smart video camera 53 may
send the video data a configurable amount of time before the
smart doorbell 52 was rung and a configurable amount of time
after the smart doorbell 52 was rung to the user. In this way,
the user may determine who visited the home while they are
away.

[0038] In some embodiments, the smart-device environ-
ment 30 further includes one or more intelligent, multi-sens-
ing, network-connected wall switches 54 (hereinafter
referred to as “smart wall switches 54”), along with one or
more intelligent, multi-sensing, network-connected wall plug
interfaces 56 (hereinafter referred to as “smart wall plugs
56”). The smart wall switches 54 may detect ambient lighting
conditions, detect room-occupancy states, and control a
power and/or dim state of one or more lights. In some
instances, smart wall switches 54 may also control a power
state or speed of a fan, such as a ceiling fan. The smart wall
plugs 56 may detect occupancy of a room or enclosure and
control supply of power to one or more wall plugs (e.g., such
that power is not supplied to the plug if nobody is at home).
[0039] Still further, in some embodiments, the device 10
within the smart-device environment 30 may further include
a plurality of intelligent, multi-sensing, network-connected
appliances 58 (hereinafter referred to as “smart appliances
58”), such as refrigerators, stoves and/or ovens, televisions,
washers, dryers, lights, stereos, intercom systems, garage-
door openers, floor fans, ceiling fans, wall air conditioners,
pool heaters, irrigation systems, security systems, and so
forth. According to embodiments, the network-connected
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appliances 58 are made compatible with the smart-device
environment by cooperating with the respective manufactur-
ers of the appliances. For example, the appliances can be
space heaters, window AC units, motorized duct vents, etc.
When plugged in, an appliance can announce itself to the
smart-home network, such as by indicating what type of
appliance it is, and it can automatically integrate with the
controls of the smart-home. Such communication by the
appliance to the smart home can be facilitated by any wired or
wireless communication protocols known by those having
ordinary skill in the art. The smart home also can include a
variety of non-communicating legacy appliances 68, such as
old conventional washer/dryers, refrigerators, and the like
which can be controlled, albeit coarsely (ON/OFF), by virtue
of'the smart wall plugs 56. The smart-device environment 30
can further include a variety of partially communicating
legacy appliances 70, such as infrared (“IR”) controlled wall
air conditioners or other IR-controlled devices, which can be
controlled by IR signals provided by the smart hazard detec-
tors 50 or the smart wall switches 54.

[0040] According to embodiments, the smart thermostats
46, the smart hazard detectors 50, the smart doorbells 52, the
smart wall switches 54, the smart wall plugs 56, and other
devices of the smart-device environment 30 are modular and
can be incorporated into older and new houses. For example,
the devices 10 are designed around a modular platform con-
sisting of two basic components: a head unit and a back plate,
which is also referred to as a docking station. Multiple con-
figurations of the docking station are provided so as to be
compatible with any home, such as older and newer homes.
However, all of the docking stations include a standard head-
connection arrangement, such that any head unit can be
removably attached to any docking station. Thus, in some
embodiments, the docking stations are interfaces that serve as
physical connections to the structure and the voltage wiring of
the homes, and the interchangeable head units contain all of
the sensors 12, processors 28, user interfaces 14, the power
supply 16, the network interface 18, and other functional
components of the devices described above.

[0041] Many different commercial and functional possi-
bilities for provisioning, maintenance, and upgrade are pos-
sible. For example, after years of using any particular head
unit, a user will be able to buy a new version of the head unit
and simply plug it into the old docking station. There are also
many different versions for the head units, such as low-cost
versions with few features, and then a progression of increas-
ingly-capable versions, up to and including extremely fancy
head units with a large number of features. Thus, it should be
appreciated that the various versions of the head units can all
be interchangeable, with any of them working when placed
into any docking station. This can advantageously encourage
sharing and re-deployment of old head units—for example,
when an important high-capability head unit, such as ahazard
detector, is replaced by a new version of the head unit, then the
old head unit can be re-deployed to a back room or basement,
etc. According to embodiments, when first plugged into a
docking station, the head unit can ask the user (by 2D LCD
display, 2D/3D holographic projection, voice interaction,
etc.) a few simple questions such as, “Where am I and the
user can indicate “living room”, “kitchen” and so forth.

[0042] The smart-device environment 30 may also include
communication with devices outside of the physical home but
within a proximate geographical range of the home. For
example, the smart-device environment 30 may include a
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pool heater monitor 34 that communicates a current pool
temperature to other devices within the smart-device environ-
ment 30 or receives commands for controlling the pool tem-
perature. Similarly, the smart-device environment 30 may
include an irrigation monitor 36 that communicates informa-
tion regarding irrigation systems within the smart-device
environment 30 and/or receives control information for con-
trolling such irrigation systems. According to embodiments,
an algorithm is provided for considering the geographic loca-
tion of the smart-device environment 30, such as based on the
zip code or geographic coordinates of the home. The geo-
graphic information is then used to obtain data helpful for
determining optimal times for watering, such data may
include sun location information, temperature, dewpoint, soil
type of the land on which the home is located, etc.

[0043] By virtue of network connectivity, one or more of
the smart-home devices of FIG. 2 can further allow a user to
interact with the device even if the user is not proximate to the
device. For example, a user can communicate with a device
using a computer (e.g., a desktop computer, laptop computer,
or tablet) or other portable electronic device (e.g., a smart-
phone) 66. A web page or app can be configured to receive
communications from the user and control the device based
on the communications and/or to present information about
the device’s operation to the user. For example, the user can
view a current setpoint temperature for a device and adjust it
using a computer. The user can be in the structure during this
remote communication or outside the structure.

[0044] As discussed, users can control the smart thermostat
and other smart devices in the smart-device environment 30
using a network-connected computer or portable electronic
device 66. In some examples, some or all of the occupants
(e.g., individuals who live in the home) can register their
device 66 with the smart-device environment 30. Such regis-
tration can be made at a central server to authenticate the
occupant and/or the device as being associated with the home
and to give permission to the occupant to use the device to
control the smart devices in the home. An occupant can use
their registered device 66 to remotely control the smart
devices of the home, such as when the occupant is at work or
on vacation. The occupant may also use their registered
device to control the smart devices when the occupant is
actually located inside the home, such as when the occupant
is sitting on a couch inside the home. It should be appreciated
that instead of or in addition to registering devices 66, the
smart-device environment 30 makes inferences about which
individuals live in the home and are therefore occupants and
which devices 66 are associated with those individuals. As
such, the smart-device environment “learns” who is an occu-
pant and permits the devices 66 associated with those indi-
viduals to control the smart devices of the home.

[0045] In some embodiments, the smart-device environ-
ment 30 may be in communication with one or more servers
67 that supply content to a device 10 (e.g., portable electronic
device 66, TV, computer) within a private network utilized
amongst devices 10 within the environment 30. The devices
10 that receive the content from the servers 67 may select at
least a piece of the content to display based on people and/or
object data obtained via sensors or received from another
device 10 within the environment 30, a score assigned by the
server to each piece of content, or both.

[0046] Insome instances, guests desire to control the smart
devices. For example, the smart-device environment may
receive communication from an unregistered mobile device
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of an individual inside of the home, where said individual is
not recognized as an occupant of the home. Further, for
example, a smart-device environment may receive commu-
nication from a mobile device of an individual who is known
to be or who is registered as a guest.

[0047] According to embodiments, a guest-layer of con-
trols can be provided to guests of the smart-device environ-
ment 30. The guest-layer of controls gives guests access to
basic controls (e.g., a judicially selected subset of features of
the smart devices), such as temperature adjustments, but it
locks out other functionalities. The guest layer of controls can
bethought of as a “safe sandbox™ in which guests have limited
controls, but they do not have access to more advanced con-
trols that could fundamentally alter, undermine, damage, or
otherwise impair the occupant-desired operation of the smart
devices. For example, the guest layer of controls will not
permit the guest to adjust the heat-pump lockout temperature.
[0048] A use case example of this is when a guest is in a
smart home, the guest could walk up to the thermostat and
turn the dial manually, but the guest may not want to walk
around the house “hunting” the thermostat, especially at night
while the home is dark and others are sleeping. Further, the
guest may not want to go through the hassle of downloading
the necessary application to their device for remotely control-
ling the thermostat. In fact, the guest may not have the home
owner’s login credentials, etc., and therefore cannot remotely
control the thermostat via such an application. Accordingly,
according to embodiments of the present disclosure, the guest
can open a mobile browser on their mobile device, type a
keyword, such as “NEST” into the URL field and tap “Go” or
“Search”, etc. In response, the device presents the guest with
a user interface which allows the guest to move the target
temperature between a limited range, such as 65 and 80
degrees Fahrenheit. As discussed, the user interface provides
a guest layer of controls that are limited to basic functions.
The guest cannot change the target humidity, modes, or view
energy history.

[0049] According to embodiments, to enable guests to
access the user interface that provides the guest layer of
controls, a local webserver is provided thatis accessible in the
local area network (LAN). It does not require a password,
because physical presence inside the home is established
reliably enough by the guest’s presence on the LAN. In some
embodiments, during installation of the smart device, such as
the smart thermostat, the home owner is asked if they want to
enable a Local Web App (LWA) on the smart device. Business
owners will likely say no; home owners will likely say yes.
When the LWA optionis selected, the smart device broadcasts
to the LAN that the above referenced keyword, such as
“NEST”, is now a host alias for its local web server. Thus, no
matter whose home a guest goes to, that same keyword (e.g.,
“NEST”) is always the URL you use to access the LWA,
provided the smart device is purchased from the same manu-
facturer. Further, according to embodiments, if there is more
than one smart device on the LAN, the second and subsequent
smart devices do not offer to set up another LWA. Instead,
they register themselves as target candidates with the master
LWA. And in this case the LWA user would be asked which
smart device they want to change the temperature on before
getting the simplified user interface for the particular smart
device they choose.

[0050] According to embodiments, a guest layer of controls
may also be provided to users by means other than a device
66. For example, the smart device, such as the smart thermo-
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stat, may be equipped with walkup-identification technology
(e.g., facial recognition, RFID, ultrasonic sensors) that “fin-
gerprints” or creates a “signature” for the occupants of the
home. The walkup-identification technology can be the same
as or similar to the fingerprinting and signature creating tech-
niques described in other sections of this application. In
operation, when a person who does not live in the home or is
otherwise not registered with the smart home or whose fin-
gerprint or signature is not recognized by the smart home
“walks up” to a smart device, the smart device provides the
guest with the guest layer of controls, rather than full controls.
[0051] As described below, the smart thermostat 46 and
other smart devices “learn” by observing occupant behavior.
For example, the smart thermostat learns occupants’ pre-
ferred temperature setpoints for mornings and evenings, and
it learns when the occupants are asleep or awake, as well as
when the occupants are typically away or at home, for
example. According to embodiments, when a guest controls
the smart devices, such as the smart thermostat, the smart
devices do not “learn” from the guest. This prevents the
guest’s adjustments and controls from affecting the learned
preferences of the occupants.

[0052] According to some embodiments, a smart television
remote control is provided. The smart remote control recog-
nizes occupants by thumbprint, visual identification, RFID,
etc., and it recognizes a user as a guest or as someone belong-
ing to a particular class having limited control and access
(e.g., child). Upon recognizing the user as a guest or someone
belonging to a limited class, the smart remote control only
permits that user to view a subset of channels and to make
limited adjustments to the settings of the television and other
devices. For example, a guest cannot adjust the digital video
recorder (DVR) settings, and a child is limited to viewing
child-appropriate programming.

[0053] According to some embodiments, similar controls
are provided for other instruments, utilities, and devices in the
house. For example, sinks, bathtubs, and showers can be
controlled by smart spigots that recognize users as guests or
as children and therefore prevent water from exceeding a
designated temperature that is considered safe.

[0054] In some embodiments, in addition to containing
processing and sensing capabilities, each of the devices 34,
36,46, 50,52, 54, 56, and 58 (collectively referred to as “the
smart devices”) is capable of data communications and infor-
mation sharing with any other of the smart devices, as well as
to any central server or cloud-computing system or any other
device that is network-connected anywhere in the world. The
required data communications can be carried out using any of
a variety of custom or standard wireless protocols (Wi-Fi,
ZigBee, 6LoWPAN, etc.) and/or any of a variety of custom or
standard wired protocols (CAT6 Ethernet, HomePlug, etc.).
[0055] According to embodiments, all or some of the smart
devices can serve as wireless or wired repeaters. For example,
a first one of the smart devices can communicate with a
second one of the smart device via a wireless router 60. The
smart devices can further communicate with each other via a
connection to a network, such as the Internet 62, or a private
network. Through the Internet 62, the smart devices can com-
municate with a central server or a cloud-computing system
64. The central server or cloud-computing system 64 can be
associated with a manufacturer, support entity, or service
provider associated with the device. For one embodiment, a
user may be able to contact customer support using a device
itself rather than needing to use other communication means
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such as a telephone or Internet-connected computer. Further,
software updates can be automatically sent from the central
server or cloud-computing system 64 to devices (e.g., when
available, when purchased, or at routine intervals).

[0056] According to embodiments, the smart devices com-
bine to create a mesh network of spokesman and low-power
nodes in the smart-device environment 30, where some of the
smart devices are “spokesman” nodes and others are “low-
powered” nodes. Some of the smart devices in the smart-
device environment 30 are battery powered, while others have
a regular and reliable power source, such as by connecting to
wiring (e.g., to 120V line voltage wires) behind the walls 40
ofthe smart-device environment. The smart devices that have
aregular and reliable power source are referred to as “spokes-
man” nodes. These nodes are equipped with the capability of
using any wireless protocol or manner to facilitate bidirec-
tional communication with any of a variety of other devices in
the smart-device environment 30 as well as with the central
server or cloud-computing system 64. On the other hand, the
devices that are battery powered are referred to as “low-
power” nodes. These nodes tend to be smaller than spokes-
man nodes and can only communicate using wireless proto-
cols that requires very little power, such as Zigbee,
6LoWPAN, etc. Further, some, but not all, low-power nodes
are incapable of bidirectional communication. These low-
power nodes send messages, but they are unable to “listen”.
Thus, other devices in the smart-device environment 30, such
as the spokesman nodes, cannot send information to these
low-power nodes.

[0057] As described, the smart devices serve as low-power
and spokesman nodes to create a mesh network in the smart-
device environment 30. Individual low-power nodes in the
smart-device environment regularly send out messages
regarding what they are sensing, and the other low-powered
nodes in the smart-device environment—in addition to send-
ing out their own messages—repeat the messages, thereby
causing the messages to travel from node to node (i.e., device
to device) throughout the smart-device environment 30. The
spokesman nodes in the smart-device environment 30 are
able to “drop down” to low-powered communication proto-
cols to receive these messages, translate the messages to other
communication protocols, and send the translated messages
to other spokesman nodes and/or the central server or cloud-
computing system 64. Thus, the low-powered nodes using
low-power communication protocols are able send messages
across the entire smart-device environment 30 as well as over
the Internet 62 to the central server or cloud-computing sys-
tem 64. According to embodiments, the mesh network
enables the central server or cloud-computing system 64 to
regularly receive data from all of the smart devices in the
home, make inferences based on the data, and send com-
mands back to one of the smart devices to accomplish some of
the smart-home objectives described herein. As may be
appreciated, the people and/or object data that is obtained via
sensing by the devices 10 and used to select content to display
may not be provided to the servers 67 or the central server or
cloud-computing system 64 according to privacy policies
and/or settings.

[0058] As described, the spokesman nodes and some of the
low-powered nodes are capable of “listening”. Accordingly,
users, other devices, and the central server or cloud-comput-
ing system 64 can communicate controls to the low-powered
nodes. For example, a user can use the portable electronic
device (e.g., a smartphone) 66 to send commands over the






